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DOCSIS 3.0 Overview

« DOCSIS 3.0 Specification(s)
v DOCSIS 3.0 Interface Specifications (Released December 2006)
v' Equipment readily available

 Downstream data rates of 160 Mbps or higher

256QAM => ~40Mbps

v" Channel Bonding

v" 4 or more channels 8 X 256QAM => ~320 Mbps
 Upstream data rates of 120 Mbps or higher

v" Channel Bonding 64QAM => ~30Mbps

v 4 or more channels 4 X 64QA|\/| —> ~120 MbpS

* Internet Protocol version 6 (IPv6)
v' Current System (IPv4) is limited to 4.3B numbers
v' IPv6 greatly expands the number of IP addresses
» Expands IP-address size from 32 bits to 128 bits
* IPv6 supports:3.4x103 addresses; 4923:2A1C:0DB8:04F3:AEB5:96F0:E08C:FFEC
* _Colon-Hexadecimal Format

. 100% backward compatible with DOCSIS 1.0/1.1/2.0
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DOCSIS Comparison

Downstream

Channel configuration

Upstream

Ehannél configuration

Minimum

Mi_nimum number of | Selected Maximum

Version| Minimum berof | Selected | Maxi DOCSIS EuroDOCSIS
selectable ‘nimum number o aximum selectable channels that number | number Throughput
channels that hardware number of| number of |throughput| throughput|
number of number of | hardware must be of of
must be able to support| channels | channels
channels channels able to support channels | channels
42.86 (38) | 55.62 (50) 10.24 (9)
1x 1 1 ! ! Mbit/s Mbitis ! ! ! ! Mbit/s
1 >
42.88 (38) | 55.62 (50) 30.72 (27)
20 ! ! 1 ! Mbit/s Mbit/s ! ! ! ! Mbit/s
No 42 Q55 62 m No | 3072(n
3.0 1 4 m maximum | (m.x38) x 50) Mbit/s 1 4 n maximum | 27) Mbit's
defined defined

Mbit/s
(Source: Wikipedia)
Channel configuration

Number of downstream channels Numl_}er D;u;'mtream channels

4 | 4
B8 | 4

(Source: Wikipedia)
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Downstream throughput
DOCSIS EurcDOCSIS
171.52 (152) Mbit/s | 222 48 (200) Mbit/s
343.04 (304) Mbit/s 444 96 (400) Mbit/s

Confidential

Upstream throughput

12288 (108) Mbit/s
12288 (108) Mbit/s
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DOCSIS® 3.0 Assumed Downstream RF
Channel Transmission Characteristics

Parameter

Value

Frequency range

108 to 1002 MHz edge to edge

RF channel spacing (design bandwidth)

6 MHz

Transit delay from head-end to most
distant customer

< 0.800 ms (typically much less)

Carrier-to-noise ratio in a 6 MHz band

Not less than 35 dB

Carrier-to- CTB, CSO, X-MOD;dngress

Not less than 41 dB

Amplitude ripple

3 dB within the design bandwidth

Group delay ripple in_the spectrum
occupied by the CMTS

75 ns within the design bandwidth

Micro-reflections bound for dominant
echo

-10 dBc@ <= 0.5 psec
-20 dBc@ <= 1.5 psec
-30 dBc@ > 1.5 pysec

Maximum analog video carrier level at
the CM’input

17 dBmV
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DOCSIS® 3.0 Assumed Upstream RF
Channel Transmission Characteristics

Parameter

Value

Frequency range

5 to 85 MHz edge to edge

Carrier-to-interference plus ingress ratio

Not.less than 25 dB

Carrier hum modulation

Not greater than —23 dBc (7%)

Burst noise

Not longer than 10 psec at a 1 kHz
average rate for most cases

Amplitude ripple 5-42 MHz

0.5 dB/MHz

Group delay ripple 5-42 MHz

200 ns/MHz

Micro-reflections—single echo

-10 dBc@ <= 0.5 psec
-20 dBc@ <= 1.0 pysec
-30 dBc@ > 1.0 pysec

Seasonal and diurnal reverse gain (loss)
variation

Not greater than 14 dB min to max
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The Bonded Upstream
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Power Variance — 6dB Bonded vs. Unbonded

DOCSIS 3.0 Cable Modem 1 Channel Transmit Power Levels

Constellation | " P, - Proa -
Gain Gggnet {dBrl.'ll'ln"l.l"] Prmox Prex Goonat Goonst
Relative to (dBmV) | (dBmV) Py - Goost| (dBmV) | (dBmV)
Constellation | 64QAM(B) | L | M | H | TOMA | SCDMA | (dBmV) | TDMA | S-COMA
QPSK .18 (17 | 20 | 23 &1 56 | 1818 g218 | 5718
80AM 021 17| =0 | 23 | =8 &8s - 1721 | 5821 | 5821
180AM | 021 |17 | 20 | 23 | o8 L 56 &4 1721 | 5821 | 56z
P2 OAM 0.00 [17 ] 20 | 2a | 57| & 1700 | 5700 | 5600
64 QAM 0.00 [17 | 20 | =3 57 56 17.00 ( 57.00 ) 56.00
128 QAN 0.05 ‘17 | 20 | 23 MiA 56 | 1885 | WA | 5595
{Pun is & function of Modulation Rate, with L = 1280 kHz, M= 2560%Hz. and H = 5120 kHz.}

DOCSIS 3.0 Cable Modem 4 Channel Transmit Power Levels

| Constellation . € Prae= | - -
Gain G, st (dBmV) PI'III Pl'nl.l: F‘,-n - Gioanst Goonst
| Relative to i (dEmV) (dBmV) | Goons (dBmV)  (dBmV)
Constellation | 64 @AM (dB) L | M | H TDOMA | S-CDMA (dBmV) TDMA | S-CDMA
QPSK | 118 17%| 20 | 23 55 58 | 1818 5618 | 5418
8 QAM | 021 %7 | 20 | 23 52 53 17.21 52 21 53.21
160aM | 021 17 | 20 | 23 52 52 | 1721 s221 | 5321
32 QAM | 0.00 17 | 20 | 23 51 52 | 1700 o0 | 5300
B40AM 4 " 000 17 | 20 (23 | s 58 | 1700 @ 5300
128 QAM | | 0.05 17 | 20 | =3 NiA 53 16.95 NIA 52 65
[P = 8 function of Modulation Rate, with L = 1280 kHz, M = 2560 kHz. and H = 5120 kHz.)
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Measuring Upstream Carrier Amplitudes

These carriers will NOT have the same peak amplitude level when

measured on a typical spectrum analyzer when they are each hitting the
CMTS at “0 dBmV power per channel”.

Test CW Signal

Amplitude

6.4 MHz wide

3.2 MHz wide

CW 1.6 MHz wide
1 Hz wide

© The Volpe Firm  Confidential
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TERMINOLOGY & REGISTRATION
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Downstream Terminology

Primary Downstream Channel(s)
v Master clock, UCD, MAPs, etc.
v' CMs Registration + PDU
* Non-Primary Capable Channel(s)
v' PDU only
v' D3.0 modems
 Downstream Service Group (DSG)
v" DS bonded CHs availahle\to-CM
« MAC Domain Descriptor(MDD)
v Contains the Downstream Channel ID of the Primary DS Channel
* Receive ChannelConfiguration (RCC)

v" RCC encoding configures the CM's physical layer components to specific
downstream frequencies

© The Volpe Firm  Confidential



Upstream Terminology

Upstream Channel
v Physical Upstream Channel (DOCSIS RF), or
v" Logical Upstream Channel (share same RF ch)
e Upstream Channel Descriptor — UCD
v MAC message to CMs describing US CH
e Upstream Bonding Group (UBG)
v Set of US bonded channels.for CM
e Transmit Channel Set (TCS)

v’ Set of upstreanmrchannels that a cable modem is configured to use for
upstream transmission

 Transmit.Channel Config (TCC)
v' Add, delete, change channels TLV

© The Volpe Firm  Confidential



DOCSIS Communications Model

|IP Data Backbone
All three layers must work for DOCSIS to work

—
HFC Network

© The Volpe Firm  Confidential



Cable Modem Registration — DOCSIS-1.x/2.0

v' CM registration requires the physical layer for.signal transport

v' DOCSIS and IP protocol layers are necessary to communicate the proper
messages for modems to come online

v' The next slides illustrate the“interaction of these layers

© The Volpe Firm  Confidential




DS Freq. Acquisition

—v=—

Sync Broadcast

(Minimum one per 200 msec)

—

UCD Broadcast (eve‘rﬁé‘é\)!—»

I 4 .2
a

MAP Broaqu 2 ms) |—
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cable modem

—

'@ 4
Scan DS Frequency
}br a QAM signal

Frequency

Next

No

1 Yes

Wait for Sync

&

No

1 Yes

Wait for UCD

No

!

Wait for MAP

Confidential




CM Ranging @

RNG-REQ
Initial Ranging Request
#= Sent in Initial Maintenance time Slot
— Starting at 8 dBmV

RNG-RSP PR Using an initial SID =0
Ranging Response Contains:
* Timing offset 1 I
« Power offset >
« Temp SID Wait for | _ Increment by
RNG-RSP F’ 3 dB

ves | [ g

Adjust Timing Offset and Power Offset

[




DHCP Overview IP
. ¢CcMTS able moden

) fql&dtm Request
MAP Broadcasts ", Ise Temp SID (Service ID)
—_— —_——
DHCP Reply (Ofter) “——"DHCP Discover
DHCP offers an IP address
.
DHCP Request
DHCP Ack (R
sl ,Ff A‘:,sd?:ﬁfs) Acks Initial IP Address and
additional information > requests Default GW, ToD Server,
TOD offset, TFTP Server Addr
and TFTP Boot Config File Name
ToD Response :“"‘“‘v : -—

Contains Time of Day per ToD Request

RFC 868 (Not Ei‘Z)n“ g
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TFTP & Registration

TFTP Boot File Transfer

DOCSIS config file which contains
Classifiers for QoS and schedule,

Baseline Privacy (BPI), etc.

YV ad

Registration Response -0‘

Contains Assigned SID \ul
Modem registered

-

TFTP(Boo
For ‘B
£ .

\ v
Request
ile name’

Validate file MD5 Checksum
Implement Config

Registration Request
Send QoS Parameters

© The Volpe Firm

Registration Acknowledge
Send QoS Parameters
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CM

DN N N N N RN

Registration Summary

Downstream channel search
Ranging

DHCP

ToD

TFTP

Registration

Optional BPI Encryptign

Ranging occurs atleast every 30 seconds when online
» T3 timeout.if Range-Request not received within 35 seconds

» /T4 timeout if Range-Response not received within 200 ms

© The Volpe Firm  Confidential




D3.0 Modem Registration

Provides Primary Ch ID on Secondary Chs

escriptor (MDD)

f . | MAC Domain ([T V-4

I Obtain TX Params ” MMMD_)_l .mg_ag_gg
*Ch Parameters: Freq, Modulation, etc.
*Security: EAE

*DHCP IPv4/IPv6 or suppressed and in config
*If no MDD - DOCSIS 2.0 mode!

: D%O t%ﬂscp || <1Pv4 Only (DHCPV4)
eI LiPv6 Only (DHCPV6)

*Alternate Provisioning Mode (APM)
*DHCPvV6 then DHCPv4
Dual-stack Provisioning Mode (DPM)
*DHCPV6 and DHCPv4

*RCC for downstream channels
*TCC to add upstream channels

© The Volpe Firm  Confidential



CAIDA’'s IPv4 & IPv6e AS Core
AS-level INTERNET GRAPH

Archipelago August 2010

ANALYSIS TEAM Brocley Hufloker. ke doffy

N
SOFTWARE DEVELGPMENT Young Hyun Matewluckis |1p addresses)

PosTER DESIGH Connleiyu, ‘

Wumber of | Humber of | Number of
IP links ASes AS links
1 18,796,744 26,7021 85,104
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Navaria, Purdue Univ., INR Southen Methodlst Uniy., SURFret, T, TWAREN, UCAD, Univ. Leipilg, Unly. Polltécnics de €atalunya, Unhv. of
Cambidge, Unkv. of Hawall, Unk. of Napol, Unlv. of Nevada 8t Rena, Univ. of dregon, Unle. af Walksto, Unlv. of Washingtan, Univ. af

Zurich, Us Army Resmarch Lab.

Copyright {c] 2010 UC Regents
All rights reserved.

UCsSD

——=_  SDSC sigital

& en
TS

COOPERATIVE AS5OCIATION FOR INTERNET DATA ANALYSIS
Sam Diago Separcompter Center , Universiny of Cabforein, San Disgo.

950 Gilmsan Do, meDS05La ol CA S3093-0505. 458534 5000

http i vow caida sigfesearchilopologyfas_cor € fiatworkl

This visualizaticn represents macrbscapic snapshats of
1w and 1PV Intemet topolady samples caprured in
2010. The plotting method illustrates both the extensive
geographical scope as well.as rich |mmunnenimy af

ouiBagres

3298 187

asas | 137

2074 L 11
2061 S8 o8
1645 S 79
1237 B 59
szs B 30
412 B 20
ol o

cortespands tn an Internet Service Provider (ISP), Vie map
h observed| A

auting
talfic 1o 3, Lo 1o the origin fend-ol-patfi] A5 for the 1P

prefic represanting the hest match for this address in BGP  lar

nodes participating in
Far the IPvd map, GMDA collected data rom 45 mnnlﬂ!
located in 24 countiies on & continents, Coordinated by

ted from
The position of each AS node is plotted in palar
Foll

largest abserved degrae in both 2009 and 2010, The
second and third lagest ASes, AS 174 and AS 3549, also
maintained the wme obserued degiee relative 1o the
degies AS (3356) for the last two years, In contrast,
ASes 7018, 701, and 1239 saw ohserved peering degree
daclings relative to the largest degree AS 1356, slipping 1o
4th, Sth, and 7th place. Note that we rank each AS

our active
(k'] the menitors probed paths wward 174 million /24
netwarks that cover %69 of the ielitable prefices seen in
the Fute Vievs® Border Gateway Frotocol (BGP] routing
tables o 1 August 2010.

For the Pv6 map CAIDA collected data from 12 Ark
monitas lacated in & countries on 3 continents, This
subset ofmanitors probed paths toward 307 thousand
IPv6 prefixes, Which represent 89.6% of the globally
rauted IPus prefies seen in Raute View's BGP tables on 1
August 2010. We aggregate this IP-level data to construct

and IPvb Internet connectivity graphs at the

Autonamaus System [AS) level. Each AS approximately
" A WUt e calda oo prcfe vy
* Route Views: bt ovmsoutesews.org

DOCSISIPV6
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outdegree(AS) + 1
maximum.outdegree + 1

radius =1 - log

angle=

longitude of the AS's BGP pneﬁxzs)
In netacq

Dur P graph greve fram 515 AS nades in January 2009
to 848 nacles in August 2010 (§4% growth]. Over the same
perio, the number of ASes in aur IPud graph grew 72%,
fiom 23K ta 28K,

Mast ASas grew their observad peering degree In both
aur Pvd and IPv6 graphs, although at different rates,
which akters their relative degrae-based rank over time. In
the IPv4 graph, AS 3356 remained dominant, with the

some network providers have topalogy
spread  sooss muliple ASes. A mome  sccurame
topalogy-based ranking of providers would require a
valldated llst of AS ownership — data nat curiently
avallable.

The ohserved IPui A5 ranking experienced greater
change. 456934 moved up from 2nd phce in 200% ta 15t

placein 2010, AS 1200 diopped from 18t to.3rd place. 45 & _ |

13008 and 6175 fell out of the top ten, allowing AS 1239
and 174 torise to 9th and 10th place. The thirdand fourth
rankad ASes - AS1200 and AS6695 — are both exchange
points sather than tramit providers, weflecting the less
mature state of the IPv6 topology, i.e. characterized by

1‘\53?(Imeme§2 g
3356(Level |

In nesther 2009 nor 2010 are the top degree-anked

Ases the same acrass Pve and IPVE. The [Pyl core is Asia.

centered primarly in the United States, while the IPvé IPvé-capable monitar deployment; five in the US, four in
core Includes Eurape as well as the United States. We Europe, and only one in Asia,

abserved no high-degree “hub™ IPVE ASes in Asia

Top Ranked ASes

IPud.

This gan may reflct the geographic bias of aur

e

g

private pe
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IPVv6

You may not even know it happened...IPvé Day
June s'h, 2011

Google
Ready for the future of the Internet?

‘/ No problems detected.

You don't have IPvG, but you shouldn't hawe problems on websites that add IPvG suppont

You should have no problems on World IPve Day, June 8

L eam more about IPYE, or read about World 1Pw6 Day

© The Volpe Firm  Confidential




IPv6 and DOCSIS 3.0

e IPv4 only (DHCP4)
* |Pv6 only (DHCPG6)

e Alternate Provisioning Mode
v' DHCP6 then DHCP4

e Dual-Stack Provisioning Mode
v DHCP6 and DHCP4

© The Volpe Firm  Confidential




Customer admin domain

Access model 1

-

Access model 2

Access model 3

=~

Ny D]O
Management prefix: 2001:DB8:FFFF:0::/64
Service prefix: 2001:DB8:FFFE:0::/64
Customer 2 prefix: 2001:DB8:2:./48
Customer 3 prefix: 2001:DB8:3::/48

MSO management; assigned 2001:DB8:FFFF:0::/64
MSO service 2001:DB8:FFFE:0::/64

Customer 2 premises link; assigned 2001:DB8:2:0::/64
Customer 3 premises link;assigned 2001;[)B8;3;0::/64




SECURITY
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Why better DOCSIS security?

e Various anonymous cable modem hackers have reported high
success rates with zero signs of detection

v' Durandal has a machine on a business configuration that has been
seeding torrents steadily for over ayear

v' Many people have as many as8 or.more modems running concurrently

v In all of these scenarios, the individuals are paying for service. They are
simply splicing their line,to add-additional modems

Source: Defcon.org !

Its beyond simple theft of service. Substantial traffic users can

have a significant impact on system performance
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Hacking the Cable Modem

e Which OIDs are used for hacking?
e 1.3.6.1.2.1.69.1.4.5.0

v To figure out what the current cfg fileename.is for cable modem.
e 1.3.6.1.2.1.10.127.1.1.3.1.3.1

e 1.3.6.1.2.1.10.127.1.1.3.1.54
v To check Up/DownStream speed of cfg file

e 1.3.6.1.2.1.69.1.4.4.0
v To read TFTP Serveri1P of cable modem

e 1.3.6.1.2.1.69.1.1:3.0

With some software and cheap hardware — hacking is pretty

darn simple in a non-BPI+ environment

© The Volpe Firm  Confidential




BPI/BPI+ in DOCSIS 1.x/ 2.0

 BPI: Baseline Privacy Interface
v" Methods for encrypting traffic between the cable modem and the
v CMTS with 56bit DES encryption
 BPI+: Baseline Privacy Interface Plus
v Implemented in DOCSIS 1.1 specs (Backwards compatible)
v Introduces X.509 v3 (RSA 1024bit) digital certificates & key pairs

v Authentication based on certificate hardware identity; validated when modem
registers with a CMTS

 Makes hacking a bit more difficult, however...
v' Operators tend.toleave “Self-signed certificates on
v" During registration, there is no BPI+ security, all transactions are in the cle
v DOCSIS 1.x'and 2.0 is still exposed to security breaches

v' Even'with Enforce TFTP, Masking TFTP file names, TFTP Proxy, etc.
© The Volpe Firm  Confidential



Enhance DOCSIS 3.0 & IPv6 Security

« DOCSIS 3.0 Introduces
v 128 bit AES traffic encryption
v Early CM authentication and traffic encryption (EAE)
v Source IP address verification (SAV)
v' TFTP proxy and configuration-file learning
v" MMH algorithm for CMTS MI€
v' Certificate revocation
v

Encryption support'of new method of multicast messaging

© The Volpe Firm  Confidential




Security Recommendation

 Enable BPI+ and EAE

« Use BPI+ Enforce

« Disable Self-Signed Certificates

e Use “Secure Provisioning” by leveraging SAV
e Only allow CM software downloadvia CVC

e Disable Public SNMP access

« Eliminate “Walled Garden” customer access points

v' Walled Garden_sites are the primary gateway for theft-of-service

* Restrict access of your security department and policies to a
limited, trusted number of people

v’ Security breeches often come from within

© The Volpe Firm  Confidential




ADVANCED TROUBLESHOOTING




Advanced Field Troubleshooting

« Why is DOCSIS 3 Troubleshooting Different?

v Multiple Bonded Channels
 Downstream
— Not that different.
— The channels are constant'carrier
— Multiple downstream channels have been around forever
e Upstream
— Still most vulnerable portion of plant

— The modem is-notlonger limited to a single upstream transmit path
— In some ways'this is actually easier with DOCSIS 3.0
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You Likely Know Your Problems

 Downstream — Typically not so bad
v' CTB, CSO, CNR under digital channels
v’ Levels not correct into home (high, low, tilt)
v Suck-outs, especially if you have contractors doing disconnects
v' Cheap modulators & upconverters never save you money
v' DOCSIS 3.0 headaches - Channel'bonding, isolation, legacy

o Upstream — Your Achilles heal

v' Easy: AWGN noise,.impulse noise, coherent noise, CPD, Laser
clipping

v' Hard: Group delay, frequency response, micro-reflections

v Insane: DOCSIS 3.0 — multiple upstreams — power levels

 Theft of Service

© The Volpe Firm  Confidential



Likely Downstream Problems

v" CM must lock to 4 to 8 DS channels meeting powerand MER
requirements of D2.0

For M-CMTS, DTI timer must be operable

CMTS local DS and/or eQAM DS are points of failure

All DSs must be within 60 MHz contiguous BW

eQAM channels must be within 24 MHz BW

GigE interface between. CMTS and eQAM is point of failure

A N N AN

eQAM output is lowerthan conventional QAM output - headend
combining may need-to be changed

© The Volpe Firm  Confidential




Likely Upstream Problems

v Four times the US bandwidth (four bonded channels) creates a new
dynamic for troubleshooting and monitoring:

v’ 6.4 MHz * 4 = 25.6 MHz (without guard'bands)
v" Increased likelihood for laser clipping

v" Increased probability for problems with ingress, group delay, micro-
reflections, and other linear/distortions

v" Inability to avoid problem frequencies such as Citizens’ Band, Ham,
Shortwave, and hop between CPD 6MHz spacing

v" Where are you going to put your sweep points?

© The Volpe Firm  Confidential




Test Equipment has Advanced!

35800 MHz | Mod: B40AM i 3 5: Aten: SdB TP Comp: D.0DJB | Pac ; T24 | Unique MACs: B5

TOTAL RATE: | ud

v
olaintel Sl B0 o~ ———
w=iFylin A
I 2
43 i|- T |
<=8 - -
L3 LR T 1 4 4
250 300 350 400 450 500 B - Lk, Nty i +1.47 156 4105 +234 +273 34.000 35.000 36.000 37.000 38,000
ek LI
<< Oldest FPackets Received  Newest = ny niLe Ty .4 .Il MHz
e ik
0
CARRIER LEVEL 870 dBmY 10
MAX: 3.41
20
g
30 ”“ III I H ii I “I I I
-4
YIS R Y P
36.000 37.000 38.000 50
MHz 0 200 400 600 8O0 1000 1200 1400 1800 1800 2000 2200

| 4
GROUF DELAY T2ATns
1 AV MAX; 142,45

IMPULSE NOISE:
MIN,

Start: 0.500 MHz Stop: 85.000 MHz

425 Time: 2010-10-07 12:13:34  MAC: 00:24:B2.80:06 F4 — MER —— UN-EQ MER —— Carrier Level

A ",. Ay 40
M m

30
20

(Awap) 2

400
<< Oldest  Packets Received

450
Hewest >>

Done
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Downstream Impairments

Noise

Gaussian noise impairments. Clusters
poorly defined and spread out.
Possible Causes:

Low RF levels, low inputs to
RF amplifiers

Intermittent Interference

On/Off interference below the desired
QAM signal. Isolated dots appear away
from the main cluster.

Possible Causes:

Laser clipping, intermittent ingress
(2-way radios & paging systems)

—



Downstream Impairments

Compression

Mon-linear distortion, Clusters are
“pulled in® at the corners,

Possible Causes:

Overdriven or bad RF/IFamps, IF/RF
filters, up/down converters, IF
equalizers, bad.elock reccvery circuits

WPhase Noise

Phase shift of | & Q data, The clusters
appear to rotate around the center of
the constellation,

Possible Causes:
Headend IF amplifiers and Up/Down
COnverters

Coherent Disturbance
Interference from a signal under the
desired QAM signal, Clusters appear
doughnut shaped.

Possible Causes:
Ingress, CW Interference




Modulation Error Ratio (MER)

%
£
R B R R R Rt
:

A IS
+a e+t

R
B T A B A A R

MER gmp (0B )=10 @ log 4

—~The quality of a QAM signal
can be defined by the
dispersion of the
constellation’s points
considering the target value

— The error or dispersion
power is calculated by the
value mean square of the
error vectors (real value VS
target value)

MER is the ratio in dB between th

average power of the signal and t
power of the error vectors




MER

64-QAM 256-QAM
BER MER MER Quality

10-10 >35 >35\ “Excellent
108 27-34 31-34 Good
10 23-26.. 28-30 Marginal
10° <23 <28
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Testing DOCSIS 3.0 with a D3.0 Meter

b access

+50 L
4 Chan +20 8 Chan +10 - -
Ho LEVEL +10 - LEWVEL

sl

REREEE

& 573.000mH: MER 1-::.::.1-

3,.5q9mmv BER L.0E-9rru
e <view ~Tuinits < [Settings

i L S ——————
= = ===

Flle & | View 4« | Limits 4 | Semings o
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A Clean Upstream: Or Is It?

ATT: 25 dB OFS5: 0dB VBW: 100 kHz SWT: 20 ms RBW: 300 kHz
dBmY CF: 50.000 MHz SPAN: 100.00 HHz

25

Graphic courtesy of Sunrise Telecom




Wouldn’t Even Work for 16-QAM, Here's Why!

° Note ~ -22 dBC EChO at ATT: 30 dB Modulation: QAM16 SES Threshold: 5.0e-003

Upstream QAM16 CF : 23.000 MHz Real Symbol : 2.560 M5

2.5 psec (arrow) SER (Pre Feo

e Echo does not meet BER (Post-Fec) . L.

0.0e-12

DOCSIS US -30 dBc at [ - B A imAnnn
>1.0 usec parameter

e In-channel amplitude
ripple is 1.6 dB, and
group delay ripple is
about 270 ns peak-to-
peak UNAV: O Sec -30.

Elapsed: 00:00:00
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What are we looking for?

« Got DOCSIS 3.0 on your mind...
v" Plan on laser clipping being a popularword

Start: 0.500 MHz Certer: 42.750 MHz

Packet: 260 Time: 2010-42-0824:37:22  MAC: COZF.0EEIEF4D —— UN-EQ MER

a0 HFN"LH"fI' x “M \M |l|‘
\ I

a,k\, ‘l .

v

(ap) 3w

200 260 300 350 400
<< Oldest  Pacdkets Received  Mewest ==

—— Carrier Lewvel

40
20
20
10
o
-10

(awgp) |aaa

Uni que

Stop: 85.000 MHz
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Partial Service Troubleshooting

o Partial Service exhibits itself as missing channels
* Does not exhibit as Packetloss or Throughput issue

docsis » docsis

PASS . PASS
: Cable Modem DOCZ36 CH DBD Cable Modem DOCZ36 CH DBD
- UpP +30 DOWN - up +30 DOWN
* 4 Chan +20 Chan‘ *+ 3 Chan +20 Chan
+40 LEVEL +10 LEVEL +40 - LEVEL +10 LEVEL
130 (4B o [d& | +£30- (dErn') o (dEr)
24.0 24.0 26.4 .9 25.3 285 25.9 26.6
+2n'l:|:|:| rmin gaf-T i IIA +20 I:Ii rmin (gaf-T e rmin rmag
Up MER BER Up MER BER
Headroom @, 42 .04e &% 1.0E-9rre Headroom & 42.84 & 1.0E-9rre
&4 27.0q4 &/ 1.0E-9rcer &F 22.5: & &/ 1.0E-9rcer
o min = min

ma rln mai
Limits_—~]settings File  ~[View [Limits__~|Settings +|

rml
File — ~[view =
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Impaired Service Troubleshooting

v" An impaired service may or may not exhibit codeword errors and
packetloss

v" When troubleshooting impaired setvice, it'is critical to view the
performance of the individual upstream channels.

poczss CH 080

1 +320

150 - DOWN
+ s 4 Chan +30 8 Chan
+H0———  LEVEL +10° LEVEL
] (B o (aBmm
240 240 26.4 26.9
" main i : rain ras
up MER BER
Headroom & 42,045 & 1.0E-9rre
&F 27.0a a & 1.0E-9rcst
min rmin 1FS

i
File —<[View  ~[Limits = [Seftings

© The Volpe Firm  Confidential




Impaired Service Troubleshooting

docsis

38.200MHz QAME&4

00:07:11:05:D5:10

Codeward Errors

MER / Unequalized

0.0% 0 0.0% 44,7 /35.0 dB

Carrier Level Micro-reflection

0.0% 12.9 dBJ0.0% -41.3 dB

In-Band Response Group Delay

0.0% 0.3 dB/MHz 0.0% 30.6 ns/MHz

Ingress Under Carrier Impulse Noise

0.0% -57.5 dBc 0.0% 3.5
i K

Packet History Live

b docsis

EEE view [ seting:s -

Codeword Errors
0 0.0%
Carrier Level

MER / Unéqualized
0.0/0.0

Mic ro- reflection

D5:10

25 400MHz { QAM6E4 / 6.400MHz qualized
31.800MHz / QAME4 / 6.400MHz i.0 dB
8.200MHz / QAM64 / 6.400MHz g
38.200MHz / QAMB4 [ 6.400MHz I~|L.3 dB

canest || WLE
0.0% 0.3 dB/MHz 0.0% 30.6 ns/MHz
Ingress Under Carrier Impulze Noise
0.0% -57.5 dBc 0.0% 3.5
B :
Packet History Liwe

SESEERN view - IR Scttings 4|
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Impaired Service Troubleshooting

docsis et docsis
38.200MHz QAME&4 00:07:11:05:D5:10 31.800MHz QAME&4 00:07:11:05:D5:10
Codeward Errors MER / Unequalized Codeword Errors MER / Unequalized
0.0% 0 0.0% 44.7 / 35.0 dB 0.0% 0 0.0% 45.7 /35.0 dB
Carrier Level Micro-reflection Carrier Level Micro-reflection
0.0% 12.9 dB]0.0% -41.3 dB 0.0% 16.0 dB]0.0% -42.7 dB
In-Band Response Group Delay In-Band Response Group Delay
0.0% 0.3 dB/MHz 0.0% 30.6 ns/MHz 0.0% 0.3 dB/MHz 0.0% 25.0 ns/MHz
- ; = [T m—
Ingress Under Carrier Impulse Noise Ingress| 3
0.0% -57.5 dBc 0.0% 35  0.0% docsis Iatriz
i K {
Pac ket History s Codeword Errors MER {Unequalized
E I S T e 0-0% 0 0.0% 0.0 /0.0
Carrier Level Micre-reflection
0.0% 0.0 10.0% 0.0
[

0

; 19.0 W 6.400MHz 3:10
25.4 AME4 [ 6.400MHz alized
0.0° 1.800MHz /{ QAM64 / 6.400MHz | dB

e 200MHZ / QAME4 / 6.400MHz o
0.0% 31.800MHz / QAMG4 [ 6.400MHz -Ir dB
ek fcene [ [ [W
0.0% 0.3 dB/MHz 0.0% 25.0 ns/MHz

. Ingress Under Carrier Impulze Noiss
0.0% -60.1 dBc 0.0% 4.1

1 b

Packet History Liwe

SSJview - settings |
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Impaired Service Troubleshooting

docsis i docsis = docsis

38.200MHz QAME4 00:07:11:05:D5:10 31.800MHz QAM&4 00:07:11:05:D5:10 25.400MHz QAMS&4 00:07:11:05: D5 10
Codeward Errors MER / Unequalized Codeword Errors MER / Unequalized Codeward Errors MER.I’UnequaHm

0.0% 0 0.0% 44.7 / 35.0 dB 0.0% 0 0.0% 45.7 /35.0dB 0.0% 0 0.0% 46.9 /35.0 dB
Carrier Level Micro-reflection Carrier Level Micro-reflection Carrier Level Mlcro-rg_f__]_ectlon

0.0% 12.9 dB]0.0% -41.3 dB |0.0% 16.0 dB]0.0% -42.7dB  ]0.0% 16.1 dB]0.0% -41.9.dB
In-Band Response Group Delay In-Band Response Group Delay In-Band Response N Group Delay

0.0% 0.3 dB/MHz 0.0% 30.6 ns/MHz 0.0% 0.3 dB/MHz 0.0% 25.0 ns/MHz 0.0% 0.3 dB/MHz 0.0% 17.6 ns/MHz

Ingress Under Carrier Impulse Noise sy -
0.0% ’ -57.5 dBc 0.0% i 3.5 0.0% d ﬂcs I 5
i K {
FackgiHmry e Codeword Errors MER J Unequalized| v
E T P TR EEE 0.0% 0 0:0% 0.0/0.0
Carrier Level . Micro- reflection
0.0% 0.0 10.0% 0.0 0
L]
- — =

19.000MHz / QAMBA | 6.400MHz i1l

P5.400MHz / QAMEM 6.400MHz alized

31.BUQﬁHZ fOAMES f B.400MHzZ 1dB

200 QAMB4 / 6.400MHz o

25.400MHz / QAME4 [ 6.400MHz I-]2 dB
I o=y

0.0% 0.3 dB/MHz 0.0% 17.6 ns/MHz
Ingress Under Carrier Impulze Noize

0.0% -61.6 dBc 0.0% 4.3

1 b

Packet History Liwe

SSJview - settings |
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Impaired Service Troubleshooting

docsis et docsis i docsis ol ¥ docsis
38.200MHz QAME4 00:07:11:05:D5:10 31.800MHz QAM&4 00:07:11:05:D5:10 25.400MHz QAMS&4 00:07:11:05:D5:10 < 19.000MHz QAMé&4 00:07:11:05:D5:10
Codeward Errors MER / Unequalized Codeword Errors MER / Unequalized Codeward Errors HERJUneq.I'J'i}.hg:ﬂ Codeword Errars MER / Unequalized
0.0% 0 0.0% 44.7 / 35.0 dB 0.0% 0 0.0% 45.7 /35.0 dB 0.0% 0 0.0% 46.9 !'35.0 dB 95.5% 3 100.0% 22.3/204 dB
Carrier Level Micro-reflection Carrier Level Micro-reflection Carrier Level Mic‘rn-reflection Carrier Level Micro-reflection’
0.0% 12.9 dB]0.0% -41.3 dB 0.0% 16.0 dB]0.0% -42.7 dB 0.0% 16.1 dB]0.0% -41.9 dB 0.0% 16.1 dB 100.0% -343dB
In-Band Response Group Delay In-Band Response Group Delay In-Band Response Group Delay In-Band Response| Group Delay
0.0% 0.3 dB/MHz 0.0% 30.6 ns/MHz 0.0% 0.3 dB/MHz 0.0% 25.0 ns/MHz 0.0% 0.3 dB/MHz 0.0% 17.6 ns/MHz 100.0% 2.1 dB/MHz]|100.0% 553.5 n!r'HH!'_'
Ingress Under Carrier Impulse Noiss Ingres] = B e | I | o == Noise Ingress Under Carrier Impulse Noise
0.0% -57.5 dBc 0.0% 3.5 0.0% ’ d OCSIsS TN 43 45% -34.2 dBc 4.5% 3.5
i K { --.---MHz HE { K
Packet History Live cCl:'E"I\'DI'd Ern:an HEH.‘I UI'IquJEHEd Live Packet History Live
T T I TR B 0.0% 0 0:0% 0.0 /0.0 TINE  EXCEmm X S ETT
Carrier Level Micro- reflection
-} e
0.0% 0.0 ]0.0% 0.0 0
L] .
19 TR . . TR T - 5:10
19.000MHz / QAM6&4 / 6.400MHz
25.400M QAME4 | 6.400MHz alized
31.B00MHz JOAME4 [/ B.400MHz 1dB

200MHz [ QAMES [ 6.400MHz e

0.0% 19.000MHz / QAMG4 [ 6. 400MHz -3 dB
Cancel | ] Delay

100.0% 2.1 dB/MHz]100.0%: 553.5 ns.fHH:'_'
Ingress Under Carrier Impulze Nois=

4.5% -34.2 dBc 4.5% 3.5

e BE
Packet History Liwe

SESEERN view - IR Scttings 4|
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Impaired Service Troubleshooting

docsis
38.200MHz QAME&4
Codeword Errors

00:07:11:05:D5:10
MER / Unequalized

0.0% 0 0.0% 44,7 /35.0 dB
Carrier Level Micro-reflection

0.0% 12.9 dBJ0.0% -41.3 dB

In-Band Response Group Delay

0.0% 0.3 dB/MHz 0.0% 30.6 ns/MHz

Ingress Under Carrier Impulse Noise

0.0% -57.5 dBc 0.0% 3.5
i K

Packet History Live

EEE view [ seting:s -

 Obviously there is an issue with‘the channel at 19 MHz

e Utilize this method-to.traverse the network and find the

docsis
31.800MHz QAME&4

Matrix|
00:07:11:05:D5:10
MER / Unequalized

Codeword Errors

docsis
25.400MHz QAME&E4

Codeward Errors

0.0% 0 0.0% 45.7 / 35.0 dB 0.0% 0 0.0%
Carrier Level Micro-reflection Carrier Level
0.0% 16.0 dB]0.0% -42.7 dB 0.0% 16.1 dBJ0.0%
In-Band Response Group Delay In-Band Response
0.0% 0.3 dB/MHz 0.0% 25.0 ns/MHz 0.0% 0.3 dB/MHz 0.0%
Ingress Under Carrier Impulse Moise Ingress Under Carrier
0.0% -60.1 dBc 0.0% 4.1 0.0% -61.6 dBc 0.0%
{ Oy s 7
Packet History Live Packet History

EE e [ setings -

FEEview [ seting: |

Impairment causing.this issue
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00:07:11:05:D5:10

Matriz

MER / Uneq

46.9/35.0 dB

Mic‘rn—rgflection
-41.9 dB
Group Delay

17.6 ns/MHz

Impulse Noise

4.3

HE

Live

b docsis
19.000MHz QAME&E4
Codeword Errars

00:07:11:05:D5:10
MER / Unequalized

95.5% 3 100.0% 22.3/204 dB

Carrier Level Micro-reflection

0.0% 16.1 dB 100.0% -343dB

In-Band Respanss| Group Delay

100.0% 2.1 dB/MHz]|100.0% 553.5 nsfHHz_‘_‘

Ingress Under Carrier Impulse Mojse

4.5% -34.2 dBc 4.5% 3.5
{ K

Packet History Live




Summary

« CMTS and SNMP data provide good troubleshooting
v But not all of it

e DOCSIS 3.0
v" Significantly more throughput
v’ Supports legacy D2.0 modems
v' D3.0 modems load balanee in the upstream w/o loss of service

« Advanced test equipment is an investment that
v’ Saves you time and money
v" Gets your subscribers back online and keeps them there
v' Makes youya predictable and reliable service provider
v Seamlessly integrates headend & field — 2 places / 1 person
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For more information go to:

http://bradyvolpe.com
http://volpefirm.com

© The Volpe Firm  Confidential






